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Let’s start with some definitions

e Intimidating at first, but they are the same security concepts you
are already familiar with
o Slightly modified and adapted to the new stack
e Quote for Gartner: “Through 2025, 99% of cloud security failures
will be the customer’s fault.”
e How do we extend the concepts of configuration hardening,
security perimeter or anomaly detection to the cloud?
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CSPM

Tool that unifies the use cases that protect the cloud control plane, track cloud
resources, and verify the static configuration of the cloud.

According to Gartner,
Through 2025, 99% of cloud

security failures will be the
customer’s faulit.

Gartner
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CIEM

Focuses on managing and reducing the risk of excessive permissions
and entitlements in the cloud

According to Gartner, 75% of
security failures will result from
inadequate management of

identities, access, and privileges
by 2023, up from 50% in 2020

Gartner
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CWPP

Platform that unifies the use cases that would enable security-focused
teams to reduce cloud risk by addressing numerous potential threats in
their cloud workloads.

According to Gartner, By 2022, at least 25% of
DevOps processes will utilize developer-driven by
declarative intent-based policies, enabling

developers to define and configure validated
security controls for enhancing application and
workload security (up from just under 5% in 2020)

Gartner
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CNAPP

Unify cloud security on an end-to-end basis by tying together siloed views of
risk so organizations can assess and address security gaps

APPLICATION ¢ cLoup

CIEM
CWPP

©®
DevOps

Workflow
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Cloud Security Requires a New Approach

>99%

of cloud breaches will
have a root cause of
misconfigurations or
mistakes through
2025”1

88%

of cloud
identities are
non-human?

Traditional tools cannot keep up with cloud native
\_ J

o of accounts
73 /0 have public S3

buckets?

Source: 1) Gartner Report 2) Sysdig 2022 Container Usage Report
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' Cloud provider’s security
services
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Disparate offering...where to start?

]

Nl @ Chronlcle\ , m n e
O)

Azure Sentinel .
AWS Security Hub
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May not be enough

® Do you still have physical data centers?

aws

@ Do you work in multi-cloud environments? ~ =

@ Is your cloud journey still uncertain?

@ Filling the gaps that CSPs leave empty
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Unify and simplify: same tool, same concepts

Image scanning 57\ Cloud security (CSPM)

Monitoring & troubleshooting 9 Monitoring & troubleshooting

<€ Continuous compliance (PCI, NIST, etc.) >

\g .
12 | Sysdig Inc. Proprietary Information \\\.> SySdlg



7.

/

CSPM Best Practices
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Cloud Misconfigurations

27%

Lock down cloud control plane SFbeamsusaiheront
. user account for
Conduct risk assessments at administrative tasks

planned intervals
e Perform security awareness
training

48%
(o)
of teams don’t have
MFA enabled on the

root user account
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Protect the New Perimeter of the Cloud

Restrict Network Access Where Images are Scanned
Enable VPC Logs for VPC I /D Pindline
° \S((L)JE r;ee}:d to detect At Runtime 42%
unusual activity 529 o Rty
6%
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CSPM Example and demo
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Apply IAM Best Practices

Cloud Users and Roles

e Apply the Principle of Least
Privilege access

e Evaluate privileges and flag any =~ Human
that may be excessive

e Centralize identity and access
wherever possible

Non-Human
Identities

12% 88%
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CIEM example and demo
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' Cloud Security Monitoring
with Falco
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Get Real Time Visibility with Falco

* Monitor configuration changes
* Detect unusual behavior

* Uncover data exfiltration

@

STEP1

L L I TN
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CWPP Example and demo
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Periodic Snapshots vs Streaming Detection

Static CSPM
tools (periodic) .
o

Cloud security
monitoring s'

(Streaming)
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Reduce SIEM costs

Cloud environment

Cloud resources
generate a growing Processed
number of events real-time within
your account
T <
—_ \
—
—
Sysdig
CloudTrail CloudVision
Security records API calls
Group
. C Only high severity
Falco detection rules Policy violations sent to events are sent to
Source: CloudTrail Sysdig Secure SIEM

Sysdig Secure Platform
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Get Real Time Visibility with Falco

AWS CloudTrail Falco rules

Q\PPRUNNER 4) CAUTOSCALING 2) CCLOUDSHELL 1) (CLOUDTRAIL 7) (CLOUDWATCH 3)

(CONFIG 19> (CONSOL

(EFS 1>QELASTICSEAR

Q_AMBDA 6> (RDS 13
( SECURITYHUB 9 )( VP

Total 189 rules.

GCP Auditlog Falco rules

(APIKEYS 1>@LOUDFUNCTIONS a) (CLOUDKMS 2><CLOUDRESOURCEMANAGER 1>

(CLOU DRUN 2) (DNS 1)

ol Azure Platformlogs Falco rules

@ATABASE SERVICES 2) GUNCTION APPS 5> Q_OGGING AND MONITORING 1> @ETWORKING 2)

Total 44 rules.

<SQL SERVER 2) (STORAGE ACCOUNTS 11>

Total 21 rules.

https://cloudsec.sysdig.com/
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https://github.com/sysdiglabs/cloud-connector/tree/master/rules/falco
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Where do we go from here?

N
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uided Remediation

Sysdig will directly connect to the

source definitions

Fix the runtime but also

declarative files!

Automatically open PRs with
pre-computed patches
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Over permissive access to all objects
@ o @ Resource
controllers. Controling them might isabie ther. Show More (Poporer)
Overview @ Dovnload Al
® Faiing 903 1234
® Passing 331 Eiiated
Resources Top 50/1000+
- e Namespa o
@ targetgroupbindings
Deployment Servce Account Service Account
@ torgetgroupbindings
Daemonset Service Account  Service Account
© e targetgroupbindings
Statefuet Service Account Service Account
© enor targetgroupbindings
Replcaset Service Account  Service Account
© campaign-manager
Pod Service Account  Service Account
© targetgroupbindings
Job Service Account  Service Account
© targetgroupbindings
Crondob Service Account  Service Account
© targetgroupbindings
Service Account  Service Account  Service Account

REsouRce
campaign-manager

Issues to Remediate

Impact
The container willrun the image with the defined user.
u

Name Attribute Current Value
campaignmanager 01 attribute-name Not Set
a attribute-name Not Set

Check the Patch

spec
template
spec
containers
securityContext
runksUser

nane
securityContext

runAsUser
Choose How to Continue the Remediation
Setup Pull Request  Manually Apply Patch

Workiosd Namespace  Kind R

New Value

Enter New Value

Enter Ne

® sevicemanager o Depoyment.ani/acme prodbiob/main/crmcrm gl

Open a Pull Request
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