Kubernetes
threat

landscape.

A number of enterprises are scaling
Kubernetes in production, yet are not aware
of the increasing number of vulnerabilities
and attack vectors that require them to
reconsider their security approach.

Kubernetes threats
are on the rise.
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Kubernetes attack surface.

Container compromise and attacker
can escape to access node

Container 1 Container 2

Attacker can create, modify
or delete entire cluster
Master

Attacker has control of your cluster

Legacy security tools
don’t work for Kubernetes.

No visibility into vulnerabilities
Inside containers

Lack of contextual
awareness across
Kubernetes environments

Not tightly coupled with DevOps

Kubernetes requires you to
rethink your security approach.
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Average container 95% of containers live less Kubernetes policy Deployment speed Incident response is
density has increased than a week and securing management has new makes all security difficult after Kubernetes
by 10x (much more these ephemeral services constructs (ex. Pod obligations a has already killed the pod
than VMs) requires visibility into the Security Policies) that challenging task or container
container and its require careful
environment Implementation
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