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ew Image Analysis

Scan Results @ED > mongo-express
Base 0S: £ alpine 3.11.12

SECURE

Fixable Packages by Severity

Policy Evaluations

Policy Evaluation

@ Sysdig Best Practices
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Overview Vulnerabilities Content Policies Detail

Package and version Suggested Fix
mongodb-query-parser 1.4.3 200

busybox 1.31.1-r10 1.31.1-11
ssl_client 1.31.1-r10 131111
bson 1.0.9 114
minimist 0.0.10 021

0.540 O

Vulnerabilities

Rule failings

Vulnerabilities 65

View all

1 Exploit

View all

Vulnerabilities

26

Detected

4 Critical
2 Fixable

18 High
18 Fixable

4 Medium
4 Fixable

0Low

0 Fixable

0 Negligible
0 Fixable

Scanned on February 15,2022 2:11 PM

View all
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Highlights!

»  Way faster: 8x on average, over a large
dataset bench
. Binary scanner, trivial to embed
*  Self contained golang binary
e Additional vulnerability data
e CVSSv3and v2, break down
displaying the risk factors
*  Public exploit available and PoC
code

. Fix date, Vuln added date, Exploit

Date
*  Multiple feeds reporting on this
particular vulnerability
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Overview

Vulnerabilities

Q locales2.28-10

Showing 14 of 132 Vulnerabilities

Vulnerability

CVE-2020-9934

CVE-2021-1236

CVE-2011-0766

CVE-2019-1003006

CVE-2011-034

CVE-2021-2341

ages

Content

*

Severity

Critical

Unknown

Unknown

Detail

> azuremonitor/containerinsights/ciprodciprod01112021

CVSS  Package and version
@@  locales 22810
locales2.28-10
locales2.28-10
locales2.28-10
~ locales2.28-10

locales-2.28-10

latest @

Added by Admis:

| vuLnpe-106409

Severity Reported by from (@
Package Locales 2.28-10 [08] (NGA-OS

Package Path /usr/local/go/bin/go I}

sion Controller on March 17,2021 21:31 PM (CET) @

x

Vulnerability Score

Source selected for score calculation:

VulnDB @I /AV:L/ACIL/PRL/UTIN/S U/ /TN
e M

Since 10 October 2020

Vuln. Date 10 April 2020

/A:H

@AV /AV:L/AC:L/PR:L/UL:N/S:U/C:H/LH/AH

he same vulnerabilit orted by
NVD G /AV:L/ACL/PR:L/ULN/S U/CH/TH/AH
Viewmore  [IVE /AVIL/ACIL/PREL/UTIN/S:U/C:H/TH/AH
Description

Exploits

@ External Links Policy

low Privilege Escalation (1)

1sin the GNU C Library (aka
neap area that is t00 small

2months old

13 days old
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The Road to risk and remediation

Scan Assets > |mages > azuremonitor/containerinsights/ciprodciprod01112021 © latest @

Base0S (D Debian 9.1 Added by Admission Controller on March 17,2021 21:31 PM (CET) @

Overview  Vulnerabilities  Content  Detail I VULNDB-106409 x
* Now we are faster, provide more C—" x
H 1 H Showing 14 of 132 Vulnerabilities Severity Reported by from (@ Debian Security Tracker
comprehensive information and i i 22810 O R
. . Vulnerability 4 Severity cvss Package and version Package Path Just/local/go/bin/go f]
are improving the accuracy G R oo
H H Rl CVE-2021-1236 Low locales-2.28-10
 Thatis all required, but it's not the el Sore
CVE-2011-0766 Low locales-2.28-10
m OS a m b i io u S Oa | fo r h e n eW Source selected for score calculation:
t t t CVE-2019-1003006 Low locales-2.28-10
g CVE2011-034 Unknown ~ locales-2.28-10 © VuinDB GV /AV:L/AC:L/PR:L/UT:N/S:U/C:H/T:H/AH
1 liewNore G SL/ACEL/PRILAVLN/S |
en g I ne CVE-2021-2341 CED Unknown ~ locales-2.28-10 - e ———

he same vulnerabilities are also reported by:

* The real mid term goals are:
* Noise filtering FP/FN
* Risk evaluation and
prioritization
* Remediation flows

NVD % /v /AciL/srL i vsu/eH/ AN

Vewmore  @IVE /AVIL/ACILIPR:L/ULN/S:U/CHH/TH/AK

Description

plementation of the posix_memalign in memalign functions

uld cause these functions to return a pointer to a heap area
rruptio

fer Overflow Privilege Escalation (1) 2months old

lation (2) 13 days old

@ External Links Policy

\g .
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New Scanning Engine - Cl Policies

Vulneratilities: Severities and Threats

° POIICIeS are no |Onger t|ed to With Severity v | greater than or equal AND
Image names Fixable since | anytime AND
° Addltlonal Cr'tena, |nCIUd|ng Disclosure date older than or equal | 60 days ago
exploitability metrics v Exploitabilty Metrics
° M 0 re I’U Ie O pthﬂS CO m | ng Public Exploit available and age older than = 60 days
SOO n No administrative privileges required
° EﬁeCtlve user No User interaction required
* Environment variables Network atiack vector
 efc
OR

Vulnerabilities: Deny List
Every CVE should be validated only by its format

CVE-123831-2021 « CVE-128744-2010

b\ .
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R u n ti m e P O I i c i es Scanning Policies > New Kubernetes Workload Policy o)
» Policies are tied to runtime

metadata, not to image name
« Different environment do have
different security standards
« SOC2 environment
* QA environment
« DMZ
« efc...

Rule Bundles

- Assign Your First Rule Bundle

. - Add a rule bundle from our lists of recommended one or

create your own

© Assign bundle

&) sysdig
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Best in class runtime metadata

SECURE Kubernetes Workloads @=zm

=  kubemetes.clustername = aws-staging3 «  Add Filter

*  Sysdig has the best available runtime
information to enrich your scanning data

Showing 100 of 164 scanned images

Image Name Vulnerabilities Image ID

aws-staging3 > testcassandra > TypeName statefulset:sysdigcloud-cassandra = |= Fi

quay.io/sysdig/cassandra  2.1.21.14

80 279 299 57 Exploits sha256:4d17fa3bco0bf8da

*  One of the most important factors to
assess Risk is the runtime impact

> > st

71 333 215 66 Exploits sha256:1977e85b3cbd613

quay.o/sysdig/postgres  12.4.0.2

$ha256:164b1986167dc7b.

*  Runtime workloads are automatically
reevaluated and matched against newly
discovered vulnerabilities

21 Exploits sha256:f2b96ddac37cal02,

5 3 > kube-system > deployment:dns-contr
46 57 49
kope/dns-controller % 1.12.0

aws-staging3 > kube-system > pod:kube-proxy-Ip-10-5-134-116.ec2.Internal o .
k8s.ger.io/kube-proxy  v1.11.9

3 > kub

sha256:e18fcce798b8c2fa

*  Flexible scope to segment vulnerability
exposure looking at Kubernetes,
host-centric or cloud-centric metadata

aws-staging3 > kube:system > pod:kube-proxy-ip-10-5-78-213.ec2.internal

tem > pod:kube-proxy-ip-10-5-73-74.ec2.intemal m
V19

21 Exploits sha256:e18fcce798b8c2fa.
k8s.gorio/kube-proxy & v1.11.9

\g .
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New Scanning Engine -

Reporting redesign
Net new:

* Direct data download API,
optimized to integrate with
third party software

*  Run Now, immediate
execution of new schedule

* Latest reports, log of
recent executions, with
download links in the Ul
and API
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Reports

Q search

Name 1

High or Worse Vulnerabilities Runtime

descript pecific re

High or Worse Vulnerabilities Runtime

High or Worse Vulnerabilities Runtime

High or Worse Vulnerabilities Runtime

High or Worse Vulnerabilities Runtime

High or Worse Vulnerabilities Runtime
e descript eci

eally long descr

ally long des

Reporting

Report name

This is the description of this specific report. Every report could

have a description, a really long description

Overview
Type Entity
Vulnerabilities Runtime
Scope

kubernetes.clustername in prod
Conditions

Severity <= Critical AND Fix Available=Yes

Schedule

Weekly every Mon, Tue

Latest reports

.

In progress
Complete
Complete
Complete
Complete
Complete
Error

Error

6 o0 0 0

Export Format
JSON, CVS

Last run

® 2daysago

13/02/2022 2:38:03 pm
13/02/2022 2:38:03 pm
13/02/2022 2:38:03 pm
13/02/2022 2:38:03 pm

13/02/2022 2:38:03 pm

| # Edit

999 days ago
999 days ago
999 days ago
999 days ago

999 days ago
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https://www.figma.com/file/0ufVw9g52db6VW4zfT4rWu/Design-601---S----Vulnerability-Reporting?node-id=0%3A1

Focus your attention on EFFECTIVE vulns

« Sysdig is able to detect which binaries,
libraries, dependencies, etc are being
actually loaded during runtime

* Avulnerability is technically contained in
the image, but is not being “run”

* Thus, is not part of the attack surface

* Looking at runtime status, we can
drastically reduce the list of vulns that
you really need to address first

10 | Sysdig Inc. Proprietary Information

Runtime images > Kubernetes Workloads

Total Vulnerabilities

o

Vulner

rabi
by criticality

nnnnnnnnnnnnnnn

£ s 3 8 3
H B 3 t 3

llllllllll
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Risk Spotlight

Runtime images > Kubernetes Workloads

Team Scope |/ Running Vulnerabilities
We found vulnerabilities that are associated
with packages that are actually running

Q

Has running vulns in your instantiated image - because of this

those could be more targeted by attacks.
Showing 16 of 86 results

Image Name Running vulns @ 4 Vulnerabilities Policy Eval Image ID

demo-kube-gk

docker.internal

> deployment:tunnelfront

641f
gettest + latest o4l

demo-kube-gk

» example-voting-app > deployment-tunnelfront

99 99 99
99 Explo —
docker.internal sysdig.com/nuget-test « latest 99 199 Bl °%° Explo o 9036
demo kube:gke > example-voting-app > deployment-unnelfront . e
9 xploi 9036411
dockerteral sysdigcom/mugetast - ltes 2 o [so R ° 03641
demo-kube-gke > example-voting-app > deploymenttun o : o~
10]s 999 Exploi Sassed 903641
doeke el sysdig comimuget st e 1] o [ @ passe 9
demokube-gke > example-voting-app > deployment-unnelfront
10 999 Exploits 903641
dorkernemal sysdg com/nugettos - atest (TeTw » ° 0s641
demokube-gke > example-voting:app > deployment-tunnelfront s
99 Explo 903641f
docker nermal syscg com/mugettest - atest GI=T ] o oo LY ° 90360
demo kube-gke > example-voting-app > deployment-tunne
<plo 008641f
docke termalsysdigcorm/ugetest - ltee » o> [so REL ° 90361
o-kube-gke > example-voting-app > deploy — ° -
docker.internal.sysdig.com/nuge! kil ey
demokube-gke oting:app > deploymenttunnefront
3 03641
dockernemal sysg com/muget tos - atest » o [on L ° 903641
demokube-ge > example-voting-app > deployment-unnelfront
xplo 903641
docker neral syscg com/muget tes - atest oo o2 LY © 9036
demorkube-gke > example-voting-app > deployment-tunnalfront
o 903641
docker.internal sysdig.com/nuget-test + latest 9999 (99 BN ° %0
demo-kube-gke > example-voting-app > deploymenttun
99 s 903641f
docker el sysdig comimuget st - ltes 2 o [o IRL ° 903641

(Showing 16 from

\g .
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Risk Spotlight

Runtime images > azuremonitor/containerinsights/ciprodciprod01112021 * latest @

Scanning

Base 0S (D Debian 9.1

nt « Running

Runtime Context d kube-eks > pl g-app >

Overview Vulnerabilities Content Detail

Fixable Packages
Runningvulns @ Vulnerabilities

Package and version Suggested Fix

113
libsqlite3-0-3.27.2-3+deb10u1 23612411250
libelf1-0.176-1.1 430
gquava-11.0.1 236.124.1.1250
gpgconf-2.2.12-1+deb10u1 Nore
openssi1.1.1d-0+deb10u4 194

12 | Sysdig Inc. Proprietary Information

Vulnerabilities

oon
oo
Ooo
oo
ooo

Vulnerabilities

541

Vulnerabilities

Evaluated on March 17,2021 21:31 PM (CET)

Vabatl -

27:Episble :

67 Fixable

Bl -:

0Fixable

&) sysdig



Risk Spotlight
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Runtime images > azuremonitor/containerinsights/ciprodciprod01112021

Base 0S (O Debian 9.1

Runtime Context demo-kube-eks > pl

Overview  Vulnerabilites ~ Content

Q_ search

Showing 16 of 86 packages

Package 1

libsystemd0-241-7~deb10u6

Running| libmount1-2.33.1-0.1

Running] libc-bin-2.28-10

libsqlite3-0-3.27.2-3+deb10u1

Running| libbsd0-0.9.1-2

libcurl4-7.64.0-4+deb10u1

Running] gnupg-2.2.12-1+deb10u1
libssl1.1-1.1.1d-0+deb10ud

Running] openssh-client-1:7.9p1-10+deb10u2

libsystemd0-241-7~deb10u6

Running] locales-2.28-10

less-487-0.1+b1

« Running

> Is Running ruby « python « 0S

Vulneratibilities

» - B
99 99 99
99 99 99

8

8 8
8 8
8

99 99 99
99 99 99
99 99 99

g
g

2 °
8 8
8

BSD

Evaluated on March 17, 2

Type

ruby

ruby

ruby

ruby

ruby

ruby

ruby

ruby

ruby

ruby

ruby

ruby

License

zsF

ZSF

zsF

ZSF

ZsF

ZSF

ZSF

zSF

ZSF

zsF

21 21:31 PM (CET)

@& Download

Suggested Fix
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Mid-term Roadmap
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Layered Analysis and Base Image detection

» Just using FROM clause in the Dockerfile is misleading
and easy to bypass
«  We will analyze the image layers that belong to the base Layers

image, accurately detecting the build chain
* Why: —
. Reme.dialtiop:. Update base image instead of - ; } Application
patching individual vulns
* Policy: Detect if image is built over an obsolete
Base Image
or non allowed base 2 —_—

*  Ownership: Different teams maintain the base
image an the app
* |.e create tickets with the correct owners

\g .
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Ticketing integration

 We are going to start integrating with Jira and
ServiceNow
«  We will start by manually creating the ticket, second step
is to automatically create the ticket once a certain even
fires (i.e. policy violation)
We want to start by attaching ticket to a policy violation
*  One ticket per workload, to facilitate ownership
and assignment
« Possible Ticket subjects: Policy violation, Vuln, Package,
Image
* Eventually we will move to more advanced integrations:
*  Notify when the vuln is no longer present in
runtime

16 | Sysdig Inc. Proprietary Information

Create Ticket

New Ticket Link to existing Ticket

Notification Channel JIRA

{
“timestamp": 1616665026795550,
“alert": {
"severity": 3,
"editUrl": "https://secure.sysdig.com/#/scanning/alerts/
alert_1qFAAxwnAvocvd30ejrM3aPoOVF",
"scope": ""
"name": "testwebhook",
"description": "testwebhook",
"id": "alert_1qFAAxwnAvocvd3@ejrM3aPoOVF"

Cancel

v View ticket data

[n}

&_) sysdig



Guided mitigation

* In many cases, a vulnerability can be remediated easily,
without actually changing the image at all

examplejav..

exampledav..

- le. Remote exploit on an app that doesn’t need to
talk outside the namespace -> Sysdig NetSec

* l.e. vulnerability requires elevated privileges ->
detect run as root with Falco

Sysdig 0.33.0

* By including more information from the CVSS metrics we
can provide advanced mitigation that does not require
changing the image.

Sysdig 0:330
Sysdig0:330
Sysdig 0:330
Sysdig 0:33.0
Sysdig0:330
Sysdig 0330

Sysdig0330,
Tuner 0.0.0
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Last Updated

7 days ago

7 days ago

7 daysago

7 days ago

7 daysago

7 days ago

7 days ago

7 daysago

7 days ago

7 days ago

SvC

Usage
ENABLED - Used by 1 polioy
NOT USED
ENABLED - Used by 1 policy
ENABLED - Used by 1 policy
ENABLED - Used by 1 policy
ENABLED - Used by 1 policy
ENABLED - Used by 1 policy
NOT USED

ENABLED - Used by 1 policy

ENABLED - Used by 4 policies

exampledav..

exampleav.

/ -

app.kubemetes.io/name=example-java-app-javaapp

app kubemetes.io/instance=examplejava-app

Tags

[0 | e T1531-a0countacd
ot (D

- poidssiam4  fsbpav
e
) om0
[ contaner|

[eeus [ nstecosasven) |
mitre_persistence _

exampledav..

SVC |—

Container Run as Root User | x
@ Workload

Updated 7 days ago

condition: spawned_pr vpid=1

and user.uid=@ and not u

un_as_root_container

output: Container launched with root user privilege

ner . inage. tag)

description: Detected container running as root user

tags: container, process

Usage

NOT USED - This rule is not used by any policy.

&_) sysdig



laC - Shifting “lefter”
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Kubernetes laC - Remediation

Code

Violations of policy controls
Integrated with the PR mechanism as an

approving gate

Runtime

Direct remediation to apply based on
* File modifications
+ Templated YAMLs (real cluster
config)

* Helm chart, etc...

19 | Sysdig Inc. Proprietary Information

REMEDIATE CLUSTER

Playbooks

m ACCEPTALL

Al Al

Kubelet - Set anonymous-auth=al.
© Kubelet - Enabled anonymous-auth

Kubelet - Set Kubelet client-ca-file

Kubelet - Missing client-ca-file

Kubelet - Set read-only-port=0

Kubelet - read-only-port not set to c.

Set Ownership - Client certificate a...

Owner of Client certificate authoritie.

Kubelet - Set Kubelet tis-cert-file a..

Kubelet - Missing Kubelet tis-cert-fi.

Kubelet - Set RotateKubeletServer.
Kubelet - Disabled RotateKubeletSer.
Kubelet - Use Strong Cryptographi.

Kubelet - Missing Strong Cryptograp.

+ If using executable arguments, manually edit the kubelet service file

Always backup your and test the new. before

A APPLY PATCH TO CLUSTER

+ The cluster nodes on the list have incorrect cluster configuration and should be remediated:

# The list of nodes are violating control "Kubelet - Set anonymo

auth-false” according to the evaluation performed by Apolicy on 2021-11-25 19:29:39 oY,

&)

gke-iac-example-default-pool-5c5350a0-rant

‘The remediation playbook script below is for a Kubelet config file only. Kubelet settings may be configured using arguments on the running kubelet executable, or they may be taken from a
Kubelet config file.If both are specified, the executable argument takes precedence.

on each node and set the below parameter in
variable.

anonymous-auth false

+ Ifusing a Kubelet config file:

+ Install yg:

o Jusr/bin/yq http:

0/yq_linux_amdea % chrod +x /usr/bin/yq

+ Download the script and execute it on the risky nodes:

#1/bin/bash

ileToRemediate

arg-"a

FirstLine-(cat mediate | head
jsonoutput

jsonoutput
fi

Y sysdig



Kubernetes laC - Drift detection

Drift detection

laC mechanism is particularly powerful
when it can map runtime workloads to
code entities (i.e. a YAML or helm chart)
Why:
 Detect conditions in the runtime,
feed back to the code level (and
also live)
* Detect Drift
* Prevent using Admission

Controllers

20 | Sysdig Inc. Proprietary Information

REMEDIATE CLUSTER

Playbooks

m ACCEPTALL

Al Al

Kubelet - Set anonymous-auth=al.
© Kubelet - Enabled anonymous-auth

Kubelet - Set Kubelet client-ca-file

Kubelet - Missing client-ca-file

Kubelet - Set read-only-port=0

Kubelet - read-only-port not set to c.

Set Ownership - Client certificate a...

Owner of Client certificate authoritie.

Kubelet - Set Kubelet tis-cert-file a..

Kubelet - Missing Kubelet tis-cert-fi.

Kubelet - Set RotateKubeletServer.
Kubelet - Disabled RotateKubeletSer.
Kubelet - Use Strong Cryptographi.

Kubelet - Missing Strong Cryptograp.

Always backup your and test the new.

APPLY PATCH TO CLUSTER

# The list of nodes are violating control "Kubelet

gke-iac-example-default-pool-5c5350a0-rant

before

set

+ The cluster nodes on the list have incorrect cluster configuration and should be remediated:

anonymot

auth-false” according to the evaluation performed by Apolicy on 2021-11-25 19:29:39 oY,

&)

‘The remediation playbook script below is for a Kubelet config file only. Kubelet settings may be configured using arguments on the running kubelet executable, or they may be taken from a

Kubelet config file. If both are specified, the executable argument takes precedence.

+ If using executable arguments, manually edit the kubelet service file

variable.

on each node and set the below parameter in

anonymous-auth false

f using a Kubelet config file:

+ Install yg:

o Jusr/bin/yq http:

Download the script and execute it on the risky nodes:
#1/bin/bash

ileToRemediate

arg-"a

firstline-$(cat mediate | head

jsonoutput

jsonoutput
fi

Y sysdig



Auto-Remediate Drift and Close the Loop

T % apiVersion: vl
kind: Pod
metadata:
o ), name: java-app
spec:
Infra as code securityContext:
source file runAsNonRoot: True

21 | Sysdig Inc. Proprietary Information

_—

‘I\S
Cl/ICD

—)“ﬂ —

Provision
cluster

-

Prod cluster - v1

~

®
@@

Namespace.
name = java-app

apiVersion: vl
kind: Pod
metadata:
name: java-app
spec:
securityContext:
runAsNonRoot:

True

\J
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Auto-Remediate Drift and Close the Loop

Loop from Production to Source p CEEEEEEEEEEEEEEEEEIE .

Detect runtime drift and instantly map it

back to the laC :
/ Prod cluster-tampered \

r ] . L
al?1Ver51on. vl apiversion: vi
kind: Pod :
metadata: @ kind: Pod

name: .'ava—a @ metadata:
- - spec: s " name: java-app
Infra as code ) ityContext: spec:
source file seiﬁﬂsioﬁﬁoi’é- “True Namespa (\:,e' securityContext:
. name = java-app runAsNonRoot: False 0

\J /

&_) sysdig
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Auto-Remediate Drift and Close the Loop

Prod cluster - v2 \

apiVersion: vl

" T @ . kind: Pod
> —> — & — H’ — metadata:
A J, & name: java-app
spec:

Cl/ICD Reprovision Namespace. securityContext:
name = java-app runAsNonRoot: True

Open PR Fix laC at Git update
source triggers new cluster

build j

&_) sysdig
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