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Nis report proposes that endpoint detection

and response (EDR) is a fundamentally different

discipline than the various protection methods
oeing increasingly referred to as cloud detection
and response (CDR). The goal here is to help buyers
differentiate between the marketing messages
coming from commercial cybersecurity vendors.

INTRODUCTION

The cybersecurity industry uses many different acronyms, such as SIEM, SOAR, CWPP,
CDR, SOC, CIEM, CSPM, DSPM, SSPM, CNAPP, IAM, IDP and IGA, most of which were
created to help differentiate between the various commercial products available for
enterprise buyers.

The acronym EDR, which stands for endpoint detection and response, is used to
designate modern endpoint security solutions which evolved from early antivirus and
endpoint protection software. EDR generally references commercial products that
provide continuous monitoring and malware protection for endpoints, often using
behavior analysis and machine learning.

A new term is emerging, CDR, which stands for cloud detection and response.

The term helps characterize products that are designed to modernize security
operations and threat detection and response capabilities for cloud environments.
Such environments include identities, service interactions, containerized workloads
and virtualized workloads. This new category is prompted by the obvious shift of
enterprises to cloud services and infrastructure.

In this article, we explain the differences between EDR and CDR. Our goal is to support
the enterprise buyer who might be led by vendors to believe the two capabilities are
the same. While it is fine for a commercial vendor to include both in their roster, EDR
and CDR represent different technologies.



WHAT IS ENDPOINT DETECTION AND RESPONSE?

Because the cybersecurity industry has not standardized any category of solution, acronyms will
reference whatever a given vendor chooses to include. That said, an EDR solution typically includes the
following set of capabilities to protect endpoints such as Windows PCs:

- Activity Monitoring — This involves collecting data from an endpoint to highlight relevant activity
that might indicate a cyberthreat.

- Continuous Analysis — This references the ongoing and real-time nature of EDR solutions to
analyze activity and data for threat evidence.

- Automated Response — This designates the goal to quickly respond to any detected issues with
an automated task, usually in the form of an alert.

While EDR references activities—namely, detection and response—that are reactive in nature, most EDR
solutions are installed specifically to prevent malware and other attacks that target endpoints. (It is
worth mentioning that the types of protections that work for laptops, desktops and servers don't always
work in cloud and cloud-native environments.)

It is beyond the scope to list all EDR vendors, but TAG Cyber analysts can help buyers in this regard. That
said, CrowdStrike, SentinelOne and Microsoft are three of the larger EDR vendors, and we mention them
to establish context. Buyers should select the EDR vendor that best matches their needs.

WHAT IS CLOUD DETECTION AND RESPONSE?

As suggested earlier, no accepted standards exist to define acronyms in the cybersecurity industry, so
buyers should pay close attention to the features included in a commercial offering. That said, we view
references to CDR as typically including the following set of capabilities to protect cloud assets:

- Containers and Kubernetes — These include integrated protections for scanning images, fixing
configurations, addressing threats to containers, benchmarking compliance, enforcing policy
and avoiding risky activity related to Kubernetes.

« Cloud Workloads — These detect and remove threats and vulnerabilities from physical and
virtual machines, containers, serverless workloads, and other cloud-hosted resources and assets.

« Cloud Infrastructure — This includes protection of cloud computing support and infrastructure to
ensure best practice design and deployment, and to ensure that user access, entitlements and
other cloud attributes are properly secured.

- Cloud Identities — These analyze user and machine identities and associated permissions for all
assets in cloud and cloud-native environments.

- Service Interactions — These analyze how identities, workloads and functions interact with other
resources across environments to inform event correlation and detect potential indicators of
compromise.

- Cloud Remediations — This involves remediation of threats to the cloud, with a focus on the
vulnerabilities involved and support for managing fixes, and planning root cause analysis.

As can be seen from the above descriptions, the various activities included in CDR range from detection
and response activities inherent in most cloud protection suites, to security monitoring and reporting of
metrics for operational, management and board-level teams.
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HOW DOES THIS IMPACT CISOs?

The key observation for CISO-led teams is that EDR and CDR solutions might be marketed and
presented as being closely linked, at least as far as vendors claims about protecting your assets. As
analysts, we see them as largely separate tasks. Endpoint systems and cloud assets require different
handling, support and attention due to abstraction, virtualization and containerization. Therefore, when
a vendor claims that workloads are “just a different type of endpoint,” we find the reference misleading.

Perhaps the best way to view EDR and CDR is via a Venn diagram where the respective security and
functional concerns are represented separately, and where common sharing and support functions
intersect. The result is a view of how EDR and CDR work together in a typical enterprise, and while this
appeals to our observation as analysts, we say that buyers should handle source selection carefully for
these important areas.

Integrated Intelligence,
Analytics and
Aggregated Reporting

Figure 1. Understanding the Roles of EDR and CDR

Our advice to security professionals is to focus on the following three issues when selecting both EDR
and CDR commercial offerings:

- Details of Security Requirements — The primary goal is to ensure that the EDR provider meets the
desired security requirements of your diversified cloud assets and that the CDR provider meets
the desired security requirements. This does not demand that the same vendor offers EDR and
CDR. In fact, it will be common that EDR and CDR vendors will be different.

- Select the Best Vendor — The goal should be to select the best set of vendors with the optimal
technology and support for both EDR and CDR. Endpoints and cloud are such important assets
that enterprise teams should not compromise on quality or effectiveness. Good vendor selection
will have a significant impact on cloud security operations.

« Integration is Desirable — The primary goal for EDR and CDR should be comfortable integration
with available cyberanalytic support, common sharing with the SIEM or other security tools, and
the ability to benefit from common resources such as threat intelligence.




If the selected vendor for EDR and CDR should happen to be the same provider, that's fine, so long as
the granular security requirements are met, integration is supported, and sufficient effectiveness and
coverage are offered. However, we see only marginal benefit from the claim that EDR and CDR are
essentially the same type of activity. Our observation is that this is misleading, and vendors specialize in
different domains.
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