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Sysdig Sage
and Amazon Web
Services (AWS)

Uncover Hidden Risks and Respond
at Cloud Speed with the Power
of Generative Al

In the cloud, every second counts. Sysdig Sage extends the power of the Sysdig
cloud security platform, enabling AWS users to use natural language to identify
cloud threats and respond faster. It leverages the power of Sysdig runtime insights to
reveal hidden connections between risks and security events that would otherwise
go undetected. To achieve this, Sysdig’s Al architecture is built on the following
foundational capabilities:

~ Multistep Reasoning: Uses an iterative process to explore multiple investigative
steps before providing the most plausible answer.

~ Multidomain Correlation: Correlates data from vulnerabilities, compliance,
permissions, runtime, and CI/CD to get a complete picture of risks.

~/  Action Execution: Makes suggestions on further queries, actions, and next steps,
and is able to execute these actions directly from chat.
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KEY BENEFITS

— Uncover Hidden Risks
and Attack Paths

- Investigate and
Remediate at Cloud
Speed

— Supercharge Skills with
Collective Intuition

Having an assistant that
provides relevant context
during an attack or for day-
to-day tasks is extremely
valuable. The architectural
approach Sysdig has

taken with Sysdig Sage is
revolutionary and unlike
anything we are seeing from
other cloud security vendors”
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Beyond a Chatbot - Speed Investigations
and Remediations

Organizations have adopted cloud for speed and agility. Security and compliance are
the primary considerations for customers adopting the cloud; they would like better
visibility to manage their cloud workflows. Generative Al enhances decision-making,

aws

DevOps Software Competency

Security Software Competency
Containers Software Competency

Cloud Operations Software Competency

PARTNER
helping to prioritize risks, speed response, and simplify cloud security.

Sysdig Sage generative Al security assistant goes beyond typical Al chatbots by
providing relevant context to aid your investigation, prioritize risks, and uncover

hidden connections. Sorting through security alerts to identify and prioritize risks
is time-consuming. To help AWS users protect their businesses, Sysdig Sage is —

KEY USE CASES

Cloud Asset Inventory
designed to analyze thousands of runtime events, misconfigurations, vulnerabilities, Search
and other anomalies to prioritize critical risks, provide relevant context, and suggest

i~ —> Runtime Event Analysis
remediations - FAST.

(coming soon)

—> Falco Detection Rule
Creation and Tuning
(coming soon)

Sysdig Sage - Cloud Speed in Action
Investigate -

Attack Path Analysis

(coming soon)
Investigate security

risks of your AWS
services such

@ wnich control did -0bbb7410217fc5742 fail?

The instance 'i-0bbb7410217fc5742' failed the following controls:

“ as Amazon EC2

1. 'EC2 - Instances should use IMDSv2'

2. 'EC2 - Instances should not have a public IP address’

instances, Amazon

3.'IAM - Defined EC2 Instance Roles'

S3 buckets, Amazon
ECS containers, and

other resources.
Get Context

Secure Every
Second

Get context to help
you understand

@ reimemoreabout2

The control 'EC2 - Instances should not have a public IP address' is a security measure that checks if your EC2 instances <>
have a public IP address.

Having a public IP address can expose your instances to the internet, which can increase the risk of attacks. This control
helps to ensure that your instances are not directly exposed to the internet, reducing the attack surface and improving the
overall security of your cloud environment.

If this control fails, it means that the instance has a public IP address and is potentially exposed to the internet. It is
recommended to review the network configurations of the instance and ensure that it is not unnecessarily exposed to the
internet.

Remediate
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How do | fix this?

To fix the control 'EC2 - Instances should not have a public IP address', you can follow these steps:
1. Log into your AWS Management Console.

2. Navigate to the EC2 Dashboard.

3. Select the instance ‘i-0bbb7410217fc5742'.

4. In the 'Description’ tab, find the ‘Networking' section.

5. Click on the 'Network Interfaces'.

6. Select the network interface associated with the instance.

7. In the 'Actions' dropdown, select 'Change Source/Dest. Check'

8. Uncheck the ‘Source/Dest. Check’ box to disable it.

9. Save the changes.

Please note that this will remove the public IP address from the instance, making it inaccessible from the internet. Ensure
that you have another way to access the instance (like a VPN or a private subnet in your VPC) before performing these
steps.

the issue and why
it may be posing a
security risk.

Remediate and
fix issues fast
with suggested
remediation steps.

To learn more about
Sysdig, visit sysdig.com.
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